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Abstract. A message sequence chart (MSC) is a standard notation for describing the interaction between communicating objects. It is popular among the designers
of communication protocols. MSCs enjoy both a visual
and a textual representation. High-level MSCs (HMSCs)
allow specifying inﬁnite scenarios and diﬀerent choices.
Speciﬁcally, an HMSC consists of a graph, where each
node is a ﬁnite MSC with matched send and receive
events, and vice versa. In this paper we demonstrate
a weakness of HMSCs, which disallows one to model certain interactions. We will show, by means of an example,
that some simple ﬁnite state communication protocol
cannot be represented using HMSCs. We then propose
an extension to the MSC standard which allows HMSC
nodes to include unmatched messages. The corresponding graph notation will be called HCMSC, which stands
for high-level Compositional message sequence charts.
With the extended framework, we provide an algorithm
for automatically constructing an MSC representation for
ﬁnite state asynchronous message passing protocols.
Keywords: Message sequence charts – Finite-state communication protocols – Partial-order methods

1 Introduction
It is commonly agreed that catching software bugs is
a highly important task. On the other hand, people who
develop formal methods techniques and tools often ﬁnd
it very hard to transfer their technology into the software
development industry. One of the reasons of this apparent contradiction is that formal methods research often
result in formalisms that are diﬀerent than the ones already used by software designers and developers. Some of

the formalisms, such as temporal logic or the Z notation,
have some moderate success outside the community of developers of formal methods. However, the bulk of software
speciﬁcation is still done informally, while the most commonly used method for software reliability is testing.
One partial solution for this situation is the use of visual formalisms. These are supposed to be more intuitive
than textual formalisms, in the sense that “a picture is
worth a thousand words”. Describing software in diﬀerent ways, from diﬀerent perspectives, and by emphasizing
diﬀerent aspects, can certainly lead to a better understanding, and perhaps to some new insight. This is also
the motivation for the design of the Uniﬁed Modeling Language (UML).
Another group of formalisms are the ITU and ISO
standards, including SDL [10] and LOTOS [5]. These
formalisms have both a textual as well as a visual representation. We will focus here on the ITU message sequence chart (MSC) notation. The MSC formalism is often used in the design of communication protocols and
was developed in conjunction with the SDL standard.
A similar formalism is used in UML by describing interactions between objects. MSCs allow abstracting away
parts of the system that are less relevant for a particular view, thus being perfectly suited for specifying abstractly the required features. MSCs are among the most
frequently used formalisms for designing communication
protocols. They have been known for a long time as sequence or timing diagrams. In the last few years, we have
observed a growing interest for the development of tools
and algorithms for the manipulation of MSC-based designs [1, 2, 4, 11, 17, 18], mainly motivated by their integration into UML.
The standard visual and textual notation [13] by ITU
allows representing a single execution scenario, as well as
a collection of scenarios, including choices and repetition.
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This is achieved by a notation called high-level message
sequence chart (HMSC), which consists of a graph, where
each node contains a single MSC. The system’s behavior
can follow the paths on that graph, starting from some
initial node.
MSCs are based on partial-order semantics and do
not impose any limitation on buﬀers (except for the
often used convention that buﬀers deliver messages in
a FIFO way). Therefore, HMSCs have inﬁnite state space
due to concurrency of events and to unbounded buﬀers.
This makes some veriﬁcation problems such as modelchecking [4] or detecting race conditions [17] undecidable, even without exploiting the potentially unbounded
buﬀers.
One possible solution is to restrict HMSCs in order to
get a ﬁnite state space. To this purpose, bounded (locallysynchronized, respectively) HMSCs have been proposed
in [4, 17]. This restriction makes automatic veriﬁcation
feasible but the price to pay is the high complexity of the
algorithms. For instance, positive model-checking (inclusion) of bounded HMSCs is EXPSPACE-complete [17],
and negative model-checking (intersection) of bounded
HMSCs is PSPACE-complete [4, 17].
Another drawback of bounded HMSCs is that they
impose a limit on the buﬀer size, which may be an unwanted limitation at the level of abstraction in which
HMSCs are used. One alternative solution for making
model-checking decidable is to use partial-order temporal logics for specifying the desired property of an HMSC.
Work done in [21] shows how to do model checking on
a fragment of the local logic TLC [3], whereas [15] uses
monadic second-order logic on conﬁgurations of the partial order of executions of HMSCs.
In this paper we consider a problem with the expressiveness of HMSCs in the ITU standard. We show, by
means of an example, a limitation of HMSCs. This limitation stems from the constraint that each MSC node in an
HMSC must have only matched send and receive events.
That is, each node must contain both the send and
receive events of each message. We show a typical example of a real communication protocol where one cannot break a possibly inﬁnite computation of a ﬁnite state
system into ﬁnitely many nodes with matched communication events. ( A ﬁnite execution can always be represented as a single node.) It is interesting to note that
our counterexample holds even with bounded communication channels, i.e., it does not make use of the potentially unbounded communication channels. To circumvent this weakness of HMSCs, we suggest an extension to
the MSC (HMSC, respectively) standard, called compositional message sequence charts (CMSC and HCMSC, respectively). This extension allows specifying MSCs with
unmatched send and receive events. The semantics of the
new construct prescribes how to combine such MSCs together. The semantics is simple. It matches unmatched
send events in the current node with unmatched receive
events in succeeding nodes on a given execution path. We

use the extended notation to suggest an algorithm for the
automatic generation of HCMSC representations for ﬁnite state systems.
We discuss a problem of HCMSCs, and show that the
deﬁnition is, in some sense, too general. Speciﬁcally, it allows scenarios where some unmatched receive does not
correspond to any previous unmatched send. Thus, we
propose the use of a restricted class of HCMSCs, called
realizable HCMSCs. We show how to test whether an
HCMSC is realizable in an eﬃcient way. The notion of realizable HCMSC is quite natural, as our algorithm for the
HCMSC generation already yields HCMSCs of this kind.
The deﬁciency of the original MSCs was also recognized in [16]. The solution suggested there is a diﬀerent
extension to HMSCs. According to this extension, one
can use parallel components of MSCs, and allow intercommunication between them, using a mechanism called
‘gates’. Our solution diﬀers from that of [16], as we study
the eﬀect of allowing communication between sequentially composed CMSCs. That is, a communication that
starts in one CMSC and ends in a subsequent one. Notice that our solution avoids the need for special message
names for the purpose of binding, as in [16]. Further papers considering this issue are [12, 19]. These papers look
at the problem of checking whether a ﬁnite state protocol
can be translated into an HMSC. In the ﬁrst of these papers, it is shown that this question is decidable, whereas
the second paper shows that for a natural class of ﬁnite state protocols it can be eﬃciently checked whether
the translation into an equivalent HMSC is possible. The
present paper completes this picture, by showing how to
express any ﬁnite state communication protocol in the
framework of Compositional HMSCs.
2 Preliminaries
Each MSC describes a scenario where some processes
communicate with one another. Such a scenario includes
a description of the messages sent, messages received, the
local events, and the ordering between them. In the visual
description of MSCs, each process is represented as a vertical line, while a message is represented by a horizontal
or slanted arrow from the sending process to the receiving one, as appears in the upper half of Fig. 1. The corresponding ITU Z120 textual representation of the MSC
appears in the lower half of Fig. 1. The semantics of MSCs
is deﬁned as follows:
Deﬁnition 1. An MSC M is given as a tuple V, <,
P, N , L, T, N, m, where:
– V is a ﬁnite set of events;
– < ⊆ V × V is an acyclic relation;
– P is a set of processes;
– N is a set of message names;
– L : V → P is a mapping that associates each event
with a process;
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msc MSC;
inst P1: process Root,
P2: process Root,
P3: process Root;
instance P1;
out M1 to P2;
in M5 from P2;
in M6 from P3;
endinstance;
instance P2;
in M1 from P1;
out M2 to P3;
out M3 to P3;
in M4 from P3;
out M5 to P1;
endinstance;
instance P3;
in M2 from P2;
in M3 from P2;
out M4 to P2;
out M6 to P1;
endinstance;
endmsc;
Fig. 1. Visual and textual representation of an MSC

– T : V → {s, r, l} is a mapping that describes each event
as send, receive or local , respectively;
– N : V → N maps every event to a name;
– m ⊆ V × V is a partial function called matching that
pairs up send and receive events. Each send is paired
up with exactly one receive and vice versa. Events
v1 and v2 can be paired up with each other, only if
N (v1 ) = N (v2 ).

3

Denote by u −→ v the fact that u < v and either u and v
are matching send and receive events, or u and v belong to
the same process and there is no event between u and v on
the same process line. That is, u immediately precedes v.
The transitive closure of the relation < is a partial order
called the visual ordering of events. Clearly, the visual ordering can be deﬁned equivalently as the transitive closure
of the relation −→. The MSC notation represents a partialorder execution, where the fact that two events u, v are
ordered according to the visual order means that u happens before v. One of the earliest use of such a notation for
partial order between events executed in an asynchronous
message passing system is by Lamport [14]. A linearization
of an MSC M = V, <, P, N , L, T, N, m is a total order on
V , which extends the relation (V, <).
Example 1. Consider the example MSC given in Fig. 1.
Denote by vi the send event and by wi the receive
event of message M i, 1 ≤ i ≤ 6. Then we have V =
{v1 , . . . , v6 , w1 , . . . , w6 }, P = {P 1, P 2, P 3}, N = {M 1,
. . . , M 6} and N (vi ) = N (wi ) = M i for all i. The events
located on P 1 are L−1 (P 1) = {v1 , w5 , w6 }, with T (v1 ) = s,
T (w5 ) = T (w6 ) = r, and v1 < w5 < w6 . This ordering is
the time ordering of events on P 1. We also have m(vi , wi )
and vi < wi for all i (message ordering). In particular,
v1 < w1 < v2 < w2 .
The partial order between the send and receive events
of Fig. 1 is shown in Fig. 2. In this ﬁgure, only the ‘immediately precedes’ order −→ is shown. Notice for example
that the send events v5 and v6 , of the two messages, M 5
and M 6, respectively, are unordered.

A type is a triple (i, j, C), including the indexes of the
sending process Pi ∈ P and receiving process Pj ∈ P, and
a message name C ∈ N . Each send or receive event has
a type, according to the origin and destination of the message, and the label of the message. Matching events have
the same type. A message consists of a pair of matched
send and receive events. For two events v1 and v2 , we have
v1 < v2 if and only if one of the following holds:
– v1 and v2 are matching send and receive events, respectively.
– v1 and v2 belong to the same process, with v1 appearing before v2 on the process line.
We assume FIFO (ﬁrst in ﬁrst out) message passing, i.e.,
(T (v1 ) = T (v2 ) = s ∧ T (v1 ) = T (v2 ) = r
∧ m(v1 , v1 ) ∧ m(v2 , v2 )∧
L(v1 ) = L(v2 ) ∧ L(v1 ) = L(v2 ) ∧ v1 < v2 ) ⇒ v1 < v2

Fig. 2. The partial order between the events of the MSC in Fig. 1
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Deﬁnition 2. The concatenation M1 M2 of two MSCs
Mk = Vk , <k , P, Nk , Lk , Tk , Nk , mk  over the same set
of processes P and disjoint sets of events V1 ∩ V2 = ∅ (we
can always rename events so that the sets become disjoint) is deﬁned as V1 ∪ V2 , <,P, N1 ∪ N2 , L1 ∪ L2 , T1 ∪
T2 , N1 ∪ N2 , m1 ∪ m2 , where
< = <1 ∪ <2 ∪ {(u, v) ∈ V1 × V2 | L1 (u) = L2 (v)} .
That is, the events of M1 precede the events of M2 for
each process, respectively (but some events in M1 of one
process may be unordered with respect to some events in
M2 of another process). If M = M1 M2 , we say that M1
is a preﬁx of M , and denote this by M1  M (this also
means containment between the diﬀerent process events
of the MSCs M1 and M ). Notice that no synchronization
of the diﬀerent processes is assumed in the deﬁnition of
concatenation. Thus, M1 M2 does not describe a behavior that starts according to M1 and after completing all
the events from M1 progresses to behave according to the
events in M2 . In particular, it is possible in M1 M2 that
one process is still involved in some actions of M 1, while
another process has advanced to events from M 2. The inﬁnite concatenation of ﬁnite MSCs is deﬁned in a similar
way, and it allows deﬁning inﬁnite MSCs as well.
Deﬁnition 3. Let M1 , M2 , . . . be an inﬁnite sequence of
ﬁnite MSCs. Deﬁne a sequence M1  , M2  , . . . as follows:

let M1  = M1 , and for i > 1, Mi  = Mi−1
Mi . (Thus, if i <


j, Mi  Mj .)
Let Mi = Vi , <i , P, Ni , Li , Ti , Ni , mi . Then the inﬁnite concatenation M1 M2 . . . is deﬁned as the inﬁnite
MSC M = V, <, P, N , L, T, N, m where V = ∪i≥1 Vi
is the disjoint union of the Vi , N = ∪i≥1 Ni , L|Vi = Li ,
T |Vi = Ti , N |Vi = Ni (T |Vi and N |Vi denote the functions T and N , respectively, restricted to the domain Vi ),

m = ∪i≥1 mi and
<=∪i≥1 <i ∪
{(u, v) | Li (u) = Lj (v) ∧ u ∈ Vi ∧ v ∈ Vj ∧ i < j} .
(Note that in the last line, the ﬁrst use of ‘<’ refers to the
relation between events that is deﬁned here, while the last
‘<’ is the usual ‘smaller than’ relation between natural
numbers.)
Since a communication system usually includes many
(or even inﬁnitely many) such scenarios, a high-level description is needed for combining them together. The
standard description consists of a graph called HMSC
(high-level MSC), where each node contains one MSC as
in Fig. 3. Each maximal path in this graph (i.e., a path
that is either inﬁnite or ends with a node without outgoing edges) that starts from a designated initial state
corresponds to a single execution or scenario. Such an execution can be used to denote the communication structure of a typical (aka ‘sunny day’) or an exceptional (aka
‘rainy day’) behavior of a system, or a counterexample
found during testing or model checking.
Deﬁnition 4. An HMSC N is a 4-tuple S, M, c, τ, S0 
where S is a ﬁnite set of nodes, M is a set of ﬁnite MSCs
with sets of events disjoint from one another. The mapping c : S → M associates the node s with an MSC c(s).
By τ ⊆ S × S we denote the edge relation. The initial
nodes S0 are a subset of S. An execution of N is a (ﬁnite or
inﬁnite) MSC c(g0 ) c(g1 ) c(g2 ) · · · associated with a maximal path g0 , g1 , . . . of N that starts with some initial node
g0 ∈ S0 .
Figure 3 shows an example of an HMSC where the
node in the upper-left corner is the starting node. Ini-

Fig. 3. An HMSC graph
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tially, process P1 sends a message to P2 , requesting a connection (e.g., to an internet service), according to the
top-left box. This can result in either an approval message
from P2 , according to the top-right box, or a failure message, according to the bottom-left box. In the latter case,
a report message is also sent from P2 to some supervisory
process P3 . There are two progress choices, corresponding
to the two arrows out of the bottom-left box. We can decide to try and connect again, by choosing the up arrow,
or to give up and send a service request (from process P1
to process P3 ), by choosing the left-to-right arrow. Notice
how the HMSC description abstracts away from internal
process computation, and presents only the communications. The executions of this system are either ﬁnite or
inﬁnite. Note that according to HMSC semantics, process P 2 in Fig. 3 does not necessarily have to send its
Report message before the execution of process P 1 has
progressed into the next node and has sent its Req_service
message. However, process P3 must receive the Report
message before the Req_service message.
According to the ITU standard [13], an HMSC can be
hierarchical, i.e., an HMSC node can be mapped into another (lower level) HMSC. We ignore this feature, which
is orthogonal to the discussion in this paper.

5

Fig. 4. A simple two-process protocol

3 MSC Decomposition
The HMSC model combines the visual notation of message sequence charts with the ability to describe repetitions and alternative computations. In this section we
will show that this seemingly powerful model cannot describe some basic ﬁnite state communication protocols.
The main problem lies within the requirement that the
send and receive events in each node must be matched.
We want to exemplify that there are ﬁnite state protocols that do not allow a ﬁnite HMSC representation.
To do that, we show an inﬁnite execution ξ of a ﬁnite
state protocol with the following property: there is no way
to write ξ as an inﬁnite concatenation of ﬁnite MSCs.
Given the above property, it is not possible to construct
an HMSC such that ξ would correspond to a traversal of
one of the HMSC paths. Thus, we cannot represent such
a system using HMSCs.
As an example, consider the inﬁnite MSC that is generated from the simple protocol in Fig. 4. A ﬁnite preﬁx
of the MSC behavior of this protocol appears in Fig. 5.
We show that this inﬁnite MSC cannot be decomposed
into a concatenation of ﬁnite MSCs. We start with the
send event e1 and receive event f1 . Obviously, because of
the compulsory matching in HMSCs, they must belong to
the same MSC node. We have the send event g1 preceding f1 , on the same process line, while its corresponding
receive event h1 succeeds the send e1 . Thus, the events g1
and h1 must be in the same HMSC node with e1 and f1 .
For the same reason, we have that e2 and f2 must belong
to the same node with g1 , and h1 , and so forth.

Fig. 5. A preﬁx of an MSC execution that cannot be decomposed

While the repeated crossing of message edges seems
to be atypical for MSCs, the above behavior ξ describes
a possible execution of an actual protocol (alternating bit, [22]), where messages and acknowledgments
are being sent between two processes, with (bounded)
buﬀering.

4 Compositional MSC
In order to represent communication protocols, whose
description could only be approximated using standard MSCs, we suggest an extension of the MSC standard. Intuitively, a compositional MSC, or CMSC, may
include send events that are not matched by corresponding receive events and vice versa. An unmatched
send event in one node in a path may be matched
in future HCMSC nodes on that path. Similarly, an
unmatched receive event may be matched in previous
HCMSC nodes. The deﬁnition of a CMSC is hence similar
to an MSC, except that unmatched send and receive messages are allowed.
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Deﬁnition 5. A CMSC M is deﬁned as in deﬁnition 1,
except for the following modiﬁcation:
– m ⊆ V × V is a partial function called matching that
pairs up send and receive events. Each send event is
paired up with at most one receive event and vice
versa. Events that are paired up are called matched,
otherwise, they are unmatched. Matching events must
have the same type.
– Fix an ordered pair of processes Pi and Pj for the
CMSC. Let Sm (Su , respectively) be the matched (unmatched, respectively) send events from Pi to Pj , and
Rm (Ru , respectively) be the set of matched (unmatched, respectively) receive events from Pi to Pj
(some of these sets can be empty). Then we have that
the events of Ru precede those of Rm (according to the
order ‘<’ associated with the CMSC), and the events
Sm precede those of Su .
The reason for the restrictions imposed in the deﬁnition of a CMSC is that unmatched send events must
be matched by receive events belonging to subsequent
nodes, whereas unmatched receive events are supposed to
be matched by send events belonging to preceding nodes.
The above deﬁnition allows unmatched receive events
that do not correspond to any unmatched send event.
(Allowing unmatched send events that do not correspond
to a later receive is a lesser problem, as this can actually
happen in communication protocols.)
We denote an unmatched send by a message arrow,
where the receive end (the target of the arrow) appears
within an empty circle. Similarly, an unmatched receive is
denoted by an arrow where the send part (the source of the
arrow) appears within a circle. CMSC arrows where both
the send and the receive events are unmatched events are
forbidden. In Fig. 6, we can see an HCMSC that represents
the execution that is approximated in Fig. 5.
Deﬁnition 6. A CMSC is left-closed, if it does not contain unmatched receive events, or any send events that
are not yet matched and precede another matched send of
the same type.
Note that the without the latter restriction of this
deﬁnition, we could have send events that could never be
matched without violating the FIFO order.
Deﬁnition 7. Consider two CMSCs M1 = V1 , <1 , P,
N1 , L1 , T1 , N1 , m1  and M2 = V2 , <2 , P, N2 , L2 , T2 ,
N2 , m2  over disjoint events sets. Deﬁne the matching
function m that pairs up unmatched send events of
M1 with unmatched receive events of M2 according to
their order on their process lines. That is, the ith unmatched send in M1 is paired up with the ith unmatched
receive event of the same type in M2 .
The concatenation M1 M2 is then deﬁned as V1 ∪
V2 , <, P, N1 ∪ N2 , L1 ∪ L2 , T1 ∪ T2 , N1 ∪ N2 , m1 ∪ m2 ∪

Fig. 6. A decomposition of the execution in Fig. 5

m , where
<=<1 ∪ <2 ∪
{(v1 , v2 ) ∈ V1 × V2 | L1 (v1 ) = L2 (v2 )} ∪ m
provided that;
1. M1 is left-closed; and
2. M1 M2 is a CMSC satisfying the FIFO property when
restricting the events to the matched pairs of events.
Notice that the concatenation M1 M2 can be deﬁned,
but not left-closed as required in Deﬁnition 6. Clearly,
the concatenation of CMSCs is not associative anymore.
Hence, when we write M1 · · · Mk we mean the concatenation (· · · (M1 M2 )M3 ) · · · Mk ).
Again, we can deﬁne M1  M if there exists M2 such
that M1 M2 = M . The deﬁnition of an inﬁnite concatenation for CMSCs follows the lines of Deﬁnition 3. Note that
in an inﬁnite concatenation, there can be inﬁnitely many
unmatched messages sent from one process to another.
An HCMSC is a graph whose nodes are CMSCs, similarly to Deﬁnition 4. Similarly, an HCMSC execution is
the CMSC c(g0 )c(g1 ) . . . associated with a path g0 , g1 , . . .
in the HCMSC graph, starting with some initial node
g0 , as in Deﬁnition 4, with the additional constraint that
every ﬁnite preﬁx of this path results in a left-closed
CMSC.
It is important to note that at this point, we allow
paths in the HCMSC graph that start with an initial node
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and have preﬁxes that, when concatenated, do not result in a left-closed CMSC. Such paths are simply not
counted as executions. It is important to observe that an
empty arrow head or tail does not correspond to an actual
send or receive event, and the actual event may exist in
a preceding or subsequent CMSC.

It is important to note that in the construction for the
above proof, we obtain an HCMSC that has some paths
that do not correspond to executions. That is, paths with
some ﬁnite preﬁx which is not left-closed.

5 Undecidability

The deﬁnition of HCMSCs suﬀers from several deﬁciencies. One is the undecidability of even the simplest
problems, as demonstrated in the previous section. The
other problem is that we can obtain some “unreasonable”
paths in HCMSCs, in which at some points there are
more receive events than the corresponding send events
for some ordered pair of processes. It is not clear how to
treat such paths. One way, which was taken previous (see
last paragraph of Sect. 4) is to disregard them as executions of the HCMSC system. Another approach, which
will be taken in this section, is to forbid HCMSCs with
such paths.

Extending the MSC standard allows representing the execution of a bigger class of protocols than what is allowed
by the ITU standard. However, with the added expressiveness we loose some of the power of analyzing such
systems.
Unlike simple HMSCs, where some simple properties
can be checked, see e.g., [18], in HCMSCs one cannot
decide even the trivial property of whether a particular
message can be received in at least one execution.
Theorem 1. The problem of checking whether a particular event appears in at least one execution of an HCMSC is
undecidable.
Proof. The undecidability proof will be a reduction from
post correspondence problem (PCP). An instance of PCP
is a set of pairs of words
C = (v1 , w1 ), (v2 , w2 ), . . . , (vm , wm )
over some mutual alphabet Σ. We want to ﬁnd out if
there is some integer n > 0 and some sequence of indexes
i1 , i2 , . . . , in such that vi1 vi2 · · · vin = wi1 wi2 · · · win . We
will construct an HCMSC with four processes P1 to P4 ,
and with CMSC nodes E1 , E2 , . . . , Em , E1 , E2 , . . . ,

Em
, F.
– Messages from P1 to P2 correspond to the letters of
Σ. Each CMSC Ei contains a sequence of unmatched
send events from P1 to P2 , representing the sequence
of messages of vi . Each CMSC Ei  contains a sequence
of unmatched receive events from P1 to P2 , representing the sequence of messages of wi .
– Messages from P3 to P4 correspond to the index of the
PCP word being sent. Each CMSC Ei contains also
a single unmatched send from P3 to P4 labeled by the
current index i. Each CMSC Ei  contains the corresponding unmatched receive event.
The node F contains a message from P1 to P2 , one from
P3 to P4 , and one from P2 to P4 . The HCMSC has the
 +
form (E1 + · · · + Em )+ (E1 + · · · + Em
) F . Thus, we repeatedly take nodes of the form Ei . Then we take nodes
of the form Ei , followed by the node F . Note that from
Deﬁnition 6, if any of the a matched messages of node
F appear in an execution, it cannot follow a receive or
send that were not yet matched. Thus, the receive event
for the message from P2 to P4 appears in a CMSC execution only if there is a nonempty solution to the PCP
instance. 

6 Realizable HCMSC

Deﬁnition 8. Realizable HCMSC are a subclass of
HCMSCs where all maximal executions starting in an
initial node deﬁne left-closed CMSC.
Note that we explicitly allow executions with unmatched
send events. For example, the HCMSC of Fig. 6 is such
that every ﬁnite execution is a left-closed CMSC with
unmatched send events. However, the unique maximal
execution corresponds to an inﬁnite MSC, where all the
events are pairwise matched. Moreover, Deﬁnition 6 of
left-closedness guarantees that an unmatched send cannot be executed in a way that prevents the system from
matching it later in a FIFO order. The decision problem
of Sect. 5 becomes now trivial for HCMSCs: all the maximal paths starting from an initial node are executions, and
thus, every event occurs in at least one execution.
Deﬁnition 9. An HCMSC is realizable if the execution of
every ﬁnite path starting with the initial state is a leftclosed CMSC.
We will show how to test whether an HCMSC is realizable. From the deﬁnition of realizable HCMSCs, we can
focus on messages sent from each Pi to another process
Pj separately. There are three situations that violate the
realizability of a HCMSC on a given preﬁx of a path:
1. There are more unmatched receive events than sends.
2. Reaching a matched send-receive pair, the kth unmatched send is before the matched pair, but the
kth unmatched receive comes after that matched pair.
This will generate a non-FIFO behavior.
3. The kth unmatched send has a message name C, while
the kth unmatched receive has a message name D,
where D = C.
To check whether an HCMSC is realizable, we construct a pushdown automaton Si,j for each ordered pair of



MS ID: STTT0085

4 June 2002 8:30 CET

8

E.L. Gunter, A. Muscholl and D. Peled: Compositional message sequence charts

processes Pi , Pj that exchange messages in the HCMSC.
A pushdown automaton is a quadruple, S = Q, Γ, Σ, ∆,
such that:

HCMSC is not realizable. Using the reachability algorithm for pushdown systems given in [6] we obtain the
following:

– Q is a ﬁnite set of control states;
– Γ is a ﬁnite stack alphabet which in our case will be
Γ = {⊥, 1}, where ⊥ is the ‘stack bottom’ symbol;
– Σ is the input alphabet, which includes unmatched send C, unmatched -receive C, or matched -C, such
that C is a message name from N , and ∆ ⊆ (Q ×
Σ × Γ) ×(Q × {pop, push, skip}) is the set of transition
rules. Depending on the current state and symbol at
the top position at the stack and the current input
symbol, a pushdown automaton has a choice of:

Theorem 2. Let M be an HCMSC with n events and let
ni,j be the number of events (send and receive) from process Pi to Pj . Then it can checked whether M is realizable
in time O(Σi,j n2i,j ) = O(n2 ).

– the next state; and
– whether to pop the current top element from the
stack, push another symbol on top of it, or skip,
i.e., keep its current contents. The stack contents in
our case always belongs to ⊥1∗ .
The stack is used as a counter, where the counter value is
the number of ‘1’ symbols on the stack, and a zero is represented by a stack containing only ‘⊥’. We can partition
the transitions according to their eﬀect on the number of
‘1’ symbols in the stack: incrementing, decrementing, or
testing whether the contents of the stack is zero.
For every pair Pi , Pj we deﬁne the pushdown automaton Si,j by replacing each node in the HCMSC by a linearization (total ordering) of the matched and unmatched
send and receive events. We allow only linearizations in
which unmatched receive events of some type precede all
the unmatched send events of the same type. It follows
easily from the deﬁnitions that such a linearization always exists. The automaton Si,j will follow such events
in a node, and then will continue according to the events
of a successor of the current node and so forth (nondeterministically, as there can be more than one HCMSC
successor). The pushdown automaton will reach an accept
state exactly when it discovers that the HCMSC is not
realizable due to communications from Pi to Pj .
We describe now the automaton Si,j informally. It
contains two phases. In the ﬁrst phase, it increments each
time an unmatched send event occurs, and decrements
each time an unmatched receive occurs. It moves to an
accept state when either the stack is empty (containing only ⊥), and an unmatched receive occurs, or when
a matched send-receive event occurs and the stack is not
empty. This takes care of the cases 1 and 2 above. To take
care of case 3, upon the occurrence of an unmatched send,
the automaton can nondeterministically ‘guess’ that the
corresponding receive has a diﬀerent name. It saves the
message name C in its ﬁnite control and ignores all
subsequent events, except for unmatched receive events,
where it decrements one ‘1’ from the stack. Upon reaching an empty stack, it compares the last receive name
D with the name stored C. If C = D, it transfers to
an accept state, and otherwise, it just ignores the rest
of the events. Reaching an accept state means that the

7 An HCMSC representation for ﬁnite state
systems
The HCMSC formalism suggested in this paper broadens
the scope of HMSCs and allows us to capture many more
protocols. In particular, as we see below, we can represent
now any ﬁnite state protocol. We present an automatic
translation from ﬁnite state systems with asynchronous
message passing to (realizable) HCMSC.
Deﬁnition 10. A ﬁnite state system G = (S, S0 , E, Σ),
includes a ﬁnite set of states S, initial states S0 ⊆ S, and
ﬁnitely many edges E ⊆ S × Σ × S, labeled over a ﬁnite
set of actions Σ. The actions in Σ are send, receive and
local actions. The states in S contain information about
the system, including the contents of the various interprocess message queues. A run of a ﬁnite state system is
a maximal path that starts with an initial state.
We start with a trivial translation, which establishes
the theoretic possibility of performing such a translation
for a class of ﬁnite state systems with asynchronous message passing. We later proceed to suggest a more informative translation. The trivial translation is performed
by constructing the dual graph H = (N, N0 , F ) of G as
follows:
– The nodes N of H correspond to the edges of G. That
is, N = E. The label of a node e is the label of e in G.
– The initial nodes N0 ⊆ N of H correspond to the edges
of G that exit from the initial states S0 .
– The edges F of H correspond to pairs of edges of G
such that the target of the ﬁrst edge is the source of the
second.
The above trivial construction does not provide any
new insight, since the HCMSC graph follows closely the
state space and each CMSC node includes a single local
or unmatched event. We thus look into a translation that
would construct more reasonable HCMSCs. The translation aims at the following goals:
1. Minimize the number of unmatched events appearing
in the individual CMSC nodes. However, recall from
Sect. 3 that this is not always achievable.
2. Present relatively long scenarios with the CMSCs, in
order to obtain an intuitive understanding of the interprocess interaction.
3. Minimize the number of individual CMSC blocks, so
that the HCMSC would not become too big.
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Notice that the second and third goal may contradict
each other in some systems. The above ‘trivial’ translation gives a rather reasonable solution to the third
goal, since the number of HCMSC nodes generated is
the same as the number of states, while providing unacceptable solution for the ﬁrst and second goals. Notice further that the size of an HCMSC graph can easily
get prohibitively large. Thus, in practice, the HCMSC
construction algorithm should be applied only to small
parts of communication protocols, rather than to complete protocols.
As we will see later, diﬀerent execution paths in the
state space may correspond to a single CMSC. We would
like to eliminate this duplicity. The partial-order reduction algorithms were constructed for this particular reason. The sleep set method [8], adapted to our case, is in
particular appropriate.

function expand_node(s, sleep);
local explored, working_set, new_sleep, ﬁxed;
explored := ∅;
f ixed := f alse;
Let en(s) be the actions that can be applied from s.
if en(s) = ∅ then return true ﬁ;
working_set := en(s) \ sleep ;
while working_set = ∅ do
Let α be some action from working_set;
working_set:=working_set\{α};
s := α(s);
Let dep(α) be actions of the same process as α.
new_sleep:=(sleep ∪ explored) \ dep(α);
explored := explored ∪ {α};
if s ∈ Z orelse s is terminal orelse exists_node(s , new_sleep)
orelse expand_node(s , new_sleep) then
ﬁxed := true;
create_edge((s, sleep), α, (s , new_sleep)) ﬁ;
ﬁ
end while;
if ﬁxed then store_node_in_hash(s, sleep);
return ﬁxed;
end expand_node.

Converting ﬁnite state communication to HCMSC
1. Calculate a set Z ⊆ S of ‘cutpoints’. These are global
states of the system, such that every cycle must pass
through one of these nodes. One heuristic is to perform simple DFS on the state space and include in
Z every node in the target of a back edge. Notice
that this is not optimal (ﬁnding a minimal set of
such nodes is an NP-complete problem). Since every
cycle must pass at least one of these points, paths
from Z to Z cannot contain cycles. We may also want
to include in this set nodes in which all or most of
the queues are empty. This will help in reducing the
number of unmatched events in the generated CMSC
nodes.
2. Start a reduced depth-ﬁrst search (DFS) from nodes
in Z or initial global states. The search stops at
nodes in Z (after progressing at least one step) or to
a terminating node. The reduced search algorithm,
related to Godefroid’s sleep set algorithm [8], and
to the variant of that algorithm presented in [20]
is shown in Fig. 7. During the search, we pair each
state s with a set sleep of actions, called its sleep
set. These actions do not need to be explored from
the state s, although they can be taken from that
state. We start a search from a global state s with
expand _node(s, ∅). The variant presented in [20] of the
reduction algorithm allows removing nodes that have
an empty number of successors under the reduction.1
Since the number of paths can be quite large, one
can split the reduced graph further by adding more
nodes in the the set of cut points Z. In this way,
we generate shorter paths, but possibly more of
them.
1 Another change from the original sleep sets algorithm is that
the new nodes are pairs of a global state and a sleep set, and two
global states that are paired with diﬀerent sleep sets are considered
diﬀerent nodes.
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Fig. 7. A reduced state space generation algorithm

3. Construct CMSCs nodes for each paths generated
by the search in the above step. In particular, each
edge on such a path is labeled as a send, receive or
local event of some process. To create the corresponding CMSC node, project the events on the participating process lines.
4. Connect the matching send and receive events in each
CMSC node to each other with arrows. This can be
done as follows: the events along each CMSC node
are generated in some order that is a linearization of
the order ‘<’ between events. Each event starts from
a global state of the system (since we are given a ﬁnite state space of the system). Each global state includes, for each ordered pair of processes, the number of send events that have not been received yet.
Consider a send event from Pi to Pj that appears immediately after a global state in which n such messages are in transit. Then, this send event matches the
(n + 1)st receive event from Pi to Pj , if indeed there
are at least n + 1 such receive events in this CMSC
node.
5. Connect the separate CMSCs in the following way: If
one CMSC node N ends at some global state s ∈ Z and
another CMSC node N  starts with that global state,
make an edge from N to N  .
The use of the reduced search algorithm (in Fig. 7) is intended for reducing the number of paths, and hence the
number of CMSCs in the representation. The proof of correctness and the properties of the sleep set algorithm can
be found in [8, 20] or in [7].
To demonstrate the algorithm, consider ﬁrst the state
space of the simple protocol in Fig. 8. Each state contains
the following items:
1. The state of the left process P1 .
2. The state of the right process P2 .
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Fig. 8. A simple protocol and its state space

3. The number of messages sent from P1 to P2 and not
yet received.
4. The number of messages sent from P2 to P1 and not
yet received.
Each edge is labeled by the type of operation executed
(whether it is a send or a receive, and the target process).
We need ﬁrst to ﬁnd a set of cut points Z. One solution
is the set that includes two points: perform a reduced
DFS from the initial node x = s1 , t1 , 0, 0 and the node
y = s2 , t2 , 1, 1. Now notice that from x to y there are 2
sequences:
– s1 , t1 , 0, 0 − P1 : snd →
s2 , t2 , 1, 1, and
– s1 , t1 , 0, 0 − P1 : snd →
s2 , t2 , 1, 1.

s2 , t1 , 1, 0 − P1 : snd →
s1 , t2 , 0, 1 − P1 : snd →

However, they are just diﬀerent linearizations of a single CMSC (or partial order) execution. The reduced
DFS will use the information about dependency between the executed events to ﬁnd one representative,
which can be converted into a CMSC. The generated
CMSC appears in the upper-left part of Fig. 9. Similarly, from y back to itself, we have 2 sequences, which
also correspond to a single CM SC execution. Again,
the reduced DFS will ﬁnd one such sequence. Finally,
from y to x there are additional 2 sequences, with again

Fig. 9. A generated HCMSC representation for the protocol in
Fig. 8

one representative. The generated HCMSC appears in
Fig. 9.
Advanced comment. Our algorithm has the following
additional property: Let ξ be a path from an initial state
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of the state space G to one of its global states s. Consider
the CMSC Mξ that includes exactly the events that occurred in ξ. Then there is a path M0 , M1 , . . . , Mn−1 , Mn ,
with M0 an initial node, such that M0 M1 . . . Mn−1 
Mξ  M0 M1 . . . Mn . This CMSC represents in some
sense the history of the global state s, along the path ξ.
Intuitively, this means that every global state in G is represented by the HCMSC. It is interesting to note that the
HCMSC generated from the state space in Fig. 8, which
appears in Fig. 9, the right CMSC together with all the
arrows connected to it are redundant. However, if we remove them, the above property would not hold. For example, with respect to paths in G that end with the global
states s2 , t2 , 2, 0 and s2 , t2 , 0, 2.
8 Conclusion and implementation
HMSCs are a useful and standard notation for describing
executions of communication protocols. We showed that
the requirement of pairing up send and receive events in
each MSC node prohibits the representation of a simple ﬁnite state protocol. We presented an extension of
the HMSC notation, which we call high-level Compositional message sequence chart (HCMSC). This notation
circumvents this problem. We also showed a ‘realizable’
version of HCMSCs, which disallows anomalities such
as receive events that are not matched to any previous
send.
With this extension, we presented an algorithm for automatically generating the HCMSC structure for ﬁnite
state communication protocols. We have implemented
this algorithm as an extension of the Pet system [9]. This
system helps with designing test suites for unit testing,
and is visually oriented. In particular, it automatically
translates programs to the notation of ﬂow charts. With
the addition of the HCMSC view, we believe that the user
obtains an additional useful visual representation of the
checked system.
The implementation is written using 800 lines of
SML/NJ code, and in addition exploits the C code of
the MSC/POGA [2] system for generating the HCMSC
visual structure. The algorithm presented in this paper
does not generate an ‘optimal’ HCMSC. Similar to graph
drawing, it is diﬃcult to deﬁne precisely optimality for
such a representation. In particular, we observed that the
quality of the generated representation depends on the
ability to ﬁnd a small set of cutpoints Z, which break
the state space cycles (a problem that is known to be in
NP-hard, and therefore a good heuristics is called for).
We expect that a good strategy will be an interactive approach, where the user will help the system by selecting
only a part of the checked software for which an HCMSC
representation is required.
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